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Purpose and scope

This guide describes the tasks which can be performed by users in the system.

The scope of this document includes the following procedures for:

a)
b)
c)
d)
e)
f)
9)

(
(
(
(
(
(
(
(h)

1% time login;

Update User and Company Profiles;
Update password;

User reset password;

Expired password;

Locked user;

Disabled user; and

Logout.
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1.0. 1° time login

All registered users are mandated to setup the Questions and Answers (“Q&A”)
required for resetting their own password. Users are not allowed to access the
protected information at the site even after a successful login if this setup is not
completed.

1.1. Process

User attempts to
login to GPO

Is login
successful?

User allowed to login
with remaining attempts

YES

Redirects to IAM
NO—» portal to setup
Q&A

Is Q&A setup
complete?

YES

Accesses GPO

Figure 1-1 First time login flowchart

1.2 Steps

(a) User enters login credentials.

Please Login

Username: ||

Passwaord: |

Fargotten your pasaword?

Figure 1-2 Login screen
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(b) After a successful login, user is redirected to the “Update Profile” page. For first
time registration, user needs to update First Name and Last Name (Surname)
accordingly.

i

Group Procurement Office

SingHeaIth (SingHealth & National Healthcare Group)

Update Profile

User 1D pvzulls

Ernail Imohamad.zulkiﬂi@singhealth.com.sg

For first time registration, please update your First Name and Last Name {Surname) accordingly.

First Narne* [Zulkii

Last Mame (Surname)™® |Zu|kiﬂi

Full Narme® Zulkifi
(c) User will also need to set up the Questions and Answers required when
resetting the user password.
Question 1% [In what city did you mest your spouse/significant other? |
Answer 17 |aaa
Question 2° |What was your chilghood nicknarne? Ed|
Answer 2* [bbb
Question 3* [What is the name of your favourite childhaod friend? |
Answer 3% fooe
Question 4* | ¥hat was the name of your first stuffed animal? |
Answer 4% |ddd

Far Question 5, choose either a question from the dropdown box or type in your own question by clicking on the radio button helow.

Question 5% & | Where was your most memaorable holiday location? j
&
Answer 5% eeg
Figure 1-3 Update Profile screen
(d) User selects 4 preset questions and enters the appropriate answers.
(e) User either selects a 5" question or enters a customised question and then

enter the appropriate answer.
f) User clicks “Submit” to submit the update.

(9) User clicks on “here” to continue accessing the GPO website.

Group Procurement Office

SingHeaIth (SingHealth & National Healthcare Group)

Cli @M continue
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2.0.

Update User and Company Profiles

Users can update their User and Company Profiles after login.

2.1.

2.2,
(@)

(b)

Process

Is login
successful?

User allowed to login
with remaining attempts

User attempts to
login to GPO

YES

v

User accesses
GPO and
accesses |1AM
Portal

User updates profile

Figure 2-1 Update User and Company Profiles flowchart
Steps

User enters login credentials.

Please Login

Fargotten your pasaword?

Username: ||

Passwaord: |

Figure 2-2 Login screen

After a successful login, user is redirected to the GPO application.
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(c) To edit First Name, Last Name, Full Name, Email and password reset
questions, User selects “Edit User Profile”.

Group Procurement Office
(SingHealth & National Healthcare Group)

| Purchase Prog. |

| Corrigendum |

| Eval. Criteria |

* Please note that offers will no longer be received via fax. Please submit all offersint
Tender/Proposal Boxes.

| Tender Nofices |
RFF Nofices | ' : _
I Type TenderMo Description Publish Diate

Mo "Notices" Published!

([ # indicates "Corrigendum”)

Edit

chnnchnssweré

Figure 2-3 GPO Edit User Profile button
(d) User updates the available fields appropriately and clicks “Submit”.

Update Profile

User ID pvzulDs

Email |m0hamad.zulkiﬂi@singhealth.com.sg

For first time registration, please update your First Name and Last Name {Surname) accordingly.

First Mame* [Zulkifi

Last Name (Surname)™® |Zu|kiﬂi

Full Name* [Zulkifi

Question 1* IIn what city did you meet your spousedsignificant other? ;I
Answer 1* |aaa

Question 2* IWhat_ wag your childhood nickname? li
Answer 2% Ibbh

Figure 2-4 Update User Profile screen

Page 6



(e) To update Company Name, EPPU, Contact Number and Address, User
selects “Edit Company Profile”.

Group Procurement Office

(SingHealth & National Healthcare Group)

| Corrigendum |

| Eval. Criferia |
* Please note that offers will no longer be received via fax. Please submit all offers int
TenderiProposal Boxes.

GPC Pharmacer

| Tender/RFP Results I.Type Tenderllo Diescription Fublish Date

GQuotation Notices Mo "Motices" Published!

|ml { # indicates "Corrigendurm”)

 ChangePasswerd

Figure 2-5 GPO Edit Company Profile button

() User updates the available fields appropriately and clicks “Update”.

Group Procurement Office

(SingHealth & National Healthcare Group)

=t W Edit Company Profile
| Corrigendum |

| Eval. Criteria | Uses pwzulos
; FEUIl Mame: Zulkifl
|Test Co
|EPPU1234
JLEENCSICOne e Noj [98007256
| RFP Nofices | mohamad. zulkifli@singhealth.com.sg
. — SGH -
| Tender/RFF Results J
Quotation Notices - ~
\ i To update Full Name and Email, please go to 'Edit User Profile' page.

Corrigendum

Figure 2-6 Update Company Profile screen
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3.0. Update password

Users can update their passwords after login.

3.1. Process

User attempts to
login to GPO

Is login
successful?

User allowed to login
with remaining attempts

YES

v

User accesses
GPO and
accesses |1AM
Portal

User updates password

Figure 3-1 Update password flowchart

3.2, Steps

(a) User enters login credentials.

(b) After a successful login, user is redirected to the GPO application.
(c) User selects “Change Password”.

Group Procurement Office
(SingHealth & National Healthcare Group)

Purchase Prog._

Corrigendum

Eval. Criteria

2z
o =
E 1
H
g
8
w

Tender Notices

RFP Nofices
"Tend'er';'R”FF Results

I Quotation Notices

Corrigendum

+)( Pharmaceuticais )

* Please note that offers will no longer be received via fax. Please submit all offers in tl
TenderiProposal Boxes.

I Type Tenderlo Publish Date

Mo "Motices" Published!

Deescription

{ # indicates "Corrigendurm®)

Figure 3-2 GPO Change Password button

Page 8



(d) User updates the “Password” and “Confirm Password” fields appropriately and
clicks “Submit”.

Update Password

Organization users

User 1D testuserll
First Marme userdl
Last Mama test

Password I'l.".-'
Confirm Password I

§ancel

Figure 3-3 Update password screen

4.0. User reset password

Users are mandated to setup their Q&A which can be used to reset their passwords.
This task is available without requiring login at the GPO website. When selected, users
are prompted with questions which they had setup. If answered correctly, they are
prompted to update their password.

41. Process

Is User ID
valid?

User not allowed to
reset password

User enters User
ID

User requests for
password reset

YES
v

Prompts user with
reset password
questions

Are all questions
answered
correctly?

User not allowed to
reset password

YES

v

Prompts user to
reset password

User updates password
and logs out

Figure 4-1 User reset password flowchart
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4.2. Steps

(a) User clicks on “Forgotten your password?” link on the login page.

Please Login

Username: |

Passwaord: |

Lagin |

| Fargotten your pasamord?

Figure 4-2 Login screen
(b) User enters the User ID and clicks “OK”.

Forgotten Password Reset: Please enter the following to identify yourself

User ID* ItestuserD1|

ancel

Figure 4-3 Reset password screen

(c) User is prompted with questions chosen randomly from the set of questions
setup previously by the user. User enters the answers and clicks “OK”.

Forgotten Password Reset: Please enter the following to verify your identity

User 1D testuserol
First Name userdl
Last Mame test

Password Hint In what city did you meet your spouse/significant other?

Answer® Paris

ancel

Figure 4-4 Reset password screen

Forgotten Password Reset: Please enter the following to verify your identiby

Password Hint Where was your most memorable haliday location?

Answar®

@ -

Figure 4-5 Reset password screen
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(d)

(e)

5.0.

User enters the new password in the “Password” field as well as the “Confirm
Password” field and clicks “Submit”.

Forgotten Password Reset

Organization users

User 1D testuser0l

First Natme userdl

Last Hame test

Password m
Confirm Passward l—‘

@ ancel

Figure 4-6 Reset password screen

User is logged out after the password change is successful.

Expired password

All users are mandated to update their passwords after a pre-determined amount of
time. A user with an expired password will be forced to update the password after login.
The user is not allowed to access the protected information if the password is not
updated.

5.1.

Process

User attempts to
login to GPO

Is login
successful?

User allowed to login
with remaining attempts

YES

Redirects to
YES-»| Update Password
page

Is password
expired?

NO

Accesses GPO

Figure 5-1 Expired password flowchart
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5.2. Steps

(a) User enters login credentials.

Please Login

Forgotten your pasawoid?

Username: I\

Password: I

Figure 5-2 Login screen

(b) After a successful login, user is redirected to the “Update Password” page.

User enters “Old Password” and supplies the new password into the “New
Password” as well as “Confirm New Password” fields.

(c) User then clicks “Change Password”.

Password Change Request

janedoe please change your current password before confinuing.

Old Password’ |

New Password® |

Confirm New Password’ |

< ‘Change Password > Clear this form I

Figure 5-3 Change expired password
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6.0. Locked user

There is a preset value to the number of failed login attempts allowed. After this value
is reached, the user is locked and not allowed to perform any login for a pre-
determined amount of time. The user is then unlocked and allowed one grace login
attempt after this amount of time has elapsed. If the user fails the login again, the user
is locked for the same amount of time.

6.1. Process

Is failed
attempts > 57

User allowed to login
with remaining attempts

User allowed one grace
attempt X mins after last
failed attempt

Is using grace
attempt?

YES NO

Is login
successful?

User attempts to

login to GPO YE! Accesses GPO

Is user locked?

Figure 6-1 Locked user flowchart

6.2. Steps
(a) User enters login credentials.
Please Login
Username: ||
Passwaord: |
Forgetten your pazsword?
Figure 6-2 Login screen
(b) User exceeds the number of failed login attempts allowed and is locked.

Account Information

janedoe you cannot access your account because you have exceeded the limit of login attempts.

Figure 6-3 Locked user screen

(c) User waits for a period of time before attempting to login again with the correct
credentials. User is not allowed to reset password during this period of time.
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7.0. Disabled user
A user can be disabled in two scenarios:

(a) User has not login for a long period of time and is considered to be inactive by
the system; and

(b) User is manually disabled by an administrator.

71. Process

User not allowed to
login

Is user
disabled?

User attempts to
login to GPO

Is login
successful?

User allowed to login
with remaining attempts

YES

Accesses GPO

Figure 7-1 Disabled user flowchart

7.2. Steps
(a) User enters login credentials.
Please Login
Username: ||
Passwaord: |
Forgotten wour pasanord?
Figure 7-2 Login screen
(b) User is not allowed access as the user is disabled.
Account Information
janedoe you cannot access your account at this time.
Figure 7-3 Disable user screen
(c) User calls the appropriate administrator to enable the account.
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8.0. Logout

After accessing the protected information, the user is advised to logout to end the
session. The user clicks the logout link in the GPO website and will be directed to a
logout page to end the session.

8.1. Process

Redirects to IAM
Portal logout page

User attempts to

logout from GPO User logs out

Figure 8-1 Logout flowchart
8.2, Steps
The user is able to logout from:

(a) GPO application by clicking “Logout”.

Group Procurement Office
(SingHealth & National Healthcare Group)

| Purchase Prog. |

| Eval. Criteria |

* Please note that offers will no longer be received via fax. Please submit all offers int
aceuticals TenderiProposal Boxes.

N

| Tender Nofices |
| RFP Nolices |
I Tvpe  Tenderlio Description Publish Date
Mo "Motices" Published!

GPO Pharmaceuticals

| Comigendum |

{ # indicates "Corrigendum”)

Figure 8-2 GPO Logout button
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